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To:
Subject:
Date:
Attachments:

LGOIMA

RE: LGOIMA request - Information Management Policies and Frameworks - Reference: 2474
Wednesday, 6 November 2024 12:52:57 pm
IS23 Policy on Generative Artificial Intelligence.pdf
IM01 Information Management Policy.pdf
IM02 Information Ownership Policy.pdf
IM03 Information in Content and Format Policy.pdf
IM04 Information Security and Access Policy.pdf
IM05 Information Lifecycle Management Policy.pdf

Kia ora ,

We refer to your official information request dated 30 October 2024. Our response is
below:

Information (or Records) Management Policy

Please find attached records/information management policies held by
Council.
- “IM01 Information Management Policy.pdf”
- “IM02 Information Ownership Policy.pdf”
- “IM03 Information in Content and Format Policy.pdf”
- “IM04 Information Security and Access Policy.pdf”
- “IM05 Information Lifecycle Management Policy.pdf”
Digital Preservation Strategy

Digital Business Strategy

With regards to the digital preservation and digital business strategy. We have
our Digital Strategy that we call our "Blueprint for Tasman’s Digital Future" that
is publicly available for viewing on our website via the following link - Blueprint
for Tasman's Digital Future | Tasman District Council

AI Policy

Please find attached the AI policy held by Council:
- “IS23 Policy on Generative Artificial Intelligence.pdf”

If you are unsatisfied with the Council’s response, you have the right to seek an
investigation and review by the Ombudsman. Information about how to make a
complaint is available at www.ombudsman.parliament.nz or freephone 0800 802
602.  

Yours sincerely,  
Legal Services Officer

Section 7(2)(a) - Protection of Privacy

Section 7(2)(a) - Protection of Privacy

mailto:LGOIMA@tasman.govt.nz
https://www.tasman.govt.nz/my-council/key-documents/more/blueprint-for-tasmans-digital-future/
https://www.tasman.govt.nz/my-council/key-documents/more/blueprint-for-tasmans-digital-future/
http://www.ombudsman.parliament.nz/
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1. Purpose 
 


The Tasman District Council (the Council) is committed to establishing and maintaining 


Information Management practice that meet its business and statutory requirements and 


maintains practical effective and efficient processes that support customer expectations.  


 


The purpose of the set of Information Management policies is to provide the necessary 


foundation for improvement in the Council's information and records management practice, 


which will, in turn, ensure that the Council meets its obligations to manage the information and 


records it creates and receives in the course of conducting business.  


 


Specific procedures for managing both digital and hard-copy information are documented in 


the Council's Information Management Procedures. 


 


2. Definitions 
 







 IM01 Information Management Policy - Copy.docx 3 


EDRMS - Electronic Document and Record Management System, a database which contains 


and manages files.  All changes and versions are controlled.  Benefits include reduced risk of 


data loss, document searchability, and opportunities to create more structured and 


information-rich documents.   


 


IM- Information management  


 


3. Application 
 


This policy applies to:  


• All employees  


• All elected members  


• All contractors, consultants and authorised third parties (including Directors of Council 


Controlled organisations and appointees to subcommittees).  


• All aspects of the Council's operations, in whatever manner it is conducted and in 


whichever location it is carried out  


• All business applications and processes used to create information and records.  


• All information regardless of media or format which is generated or received as part of 


Council business.  


• All information held in all operating environments, including information held in service 


arrangements. 


 


 


4. Policy  
 


1. Tasman District Council's information and records are recognised as a key strategic 


and highly valuable asset.  


2. Tasman District Council's information management framework will be aligned with the 


requirements of the Public Records Act 2005.  


3. Tasman District Council will create and maintain records to support good business 


practice.  


4. Tasman District Council will apply retention periods and appropriate disposal actions 


to all Council information.  


5. Council information must be managed in approved EDRMS. 


6. The Council’s paper records must be managed in line with the requirements set out 


by Archives New Zealand.  


 


 


4.1. Supporting Policies 


This policy statement is supported by specific policy relating to aspects of information 


management:  


• IM 02 Information Ownership Policy  


• IM 03 Information Content and Format Policy  


• IM 04 Information Security and Access Policy  


• IM 05 Information Lifecycle Management Policy 
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4.2. Supporting Documents 


This suite of policies is supported by the following documents and resources:  


• IM Procedures  


• IM Definitions (a glossary of key IM terms)  


• IM Repositories (a list of approved Council information repositories and systems)  


• IM Roles and responsibilities  


• IM Legislative environment  


• IM Value of information guide  


• IM Lifecycle diagram 


 


 


4.3. Why Manage Information?  


Good IM practice allows Council to manage risk by recording business decisions and 


processes, increasing transparency and allowing Council to make informed decisions. 


Managing information and records is important because it:  


 


• Enables the public to hold the government accountable  


• Provides the foundation for sustainable and effective products and services  


• Supports decision making  


• Outlines responsibilities  


• Documents rights and entitlements  


• Drives collaboration and communication  


• Facilitates and enables creativity and growth  


• Preserves public knowledge for discovery and reuse  


• Makes up the corporate memory of an organisation. 


 


4.4. Mandatory Requirements 


Some information about the Council's operations is regulated by statutory and regulatory 


requirements. Good IM practice ensure that Council creates, captures, retains and maintains 


evidence of compliance with these requirements. The key legislation in New Zealand 


concerning IM in the local authority sector that impacts on Council is as follows:  


 


• Contract and Commercial Law Act 2017  


• Local Government Official Information and Meetings Act 1987  


• Privacy Act 2020 


• Public Records Act 2005  


 


It is important to note that there is other legislation specific to Council operations that contains 


requirements for the management of information relating to specific functions of activities of 


Council, such as the Resource Management Act 1991 and the Building Act 2004.  


 


In addition, Council is required to adhere to the mandatory Information and Records 


Management Standard 2016 released by the Chief Archivist. 
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4.5. Compliance with IM Policies  


Failure to comply with Information Management policies could result in disciplinary action as 


detailed in the Council's HR13 Code of Conduct. 


 


5. Approval 
 


 


Current version approver name and position 


___________________________________________ 


Authorised by   


Steve Manners  


Group Manager – Information Science and Technology  


 
_______________________________________ 


Date of approval: 08/09/2022 


 


 


 


Date Version 


Approved 
Change Details Officer sign-off 


19/11/19 Initial Policy Approval Chief Executive 


08/08/2022 Minor changes 


Group Manager- Information, 


Science and Technology. 
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1. Purpose 
 


The purpose of the Information Ownership Policy is to inform Council staff about their 


requirements in specific aspects of Information Management, and to enable them to make 


informed decisions on the information they are managing. This policy sets out the ownership 


standard of information and records created or received by those covered by the application 


of this policy in the course of their work for the Council.  


2. Definitions 
 


BAU- Business as usual  


 


EDRMS- Electronic Document and Record Management System, a database which contains 


and manages files.  All changes and versions are controlled.  Benefits include reduced risk of 
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data loss, document searchability, and opportunities to create more structured and 


information-rich documents.   


3. Application 
 


This policy applies to:  


• All employees  


• All elected members  


• All contractors, consultants and authorised third parties (including Directors of Council 


Controlled organisations and appointees to subcommittees).  


• All aspects of the Council's operations, in whatever manner it is conducted and in 


whichever location it is carried out  


• All business applications and processes used to create information and records.  


• All information regardless of media or format which is generated or received as part of 


Council business. It applies to all information held in all operating environments, 


including information held in service arrangements. 


 


4. Policy 
 


4.1. Ownership and Custodianship of Information  


All information and records created or received by those covered by the application of this 


policy in the course of their work for the Council is owned by the Council. Council protects and 


provides access to that information in its role as guardian and custodian and is responsible for 


its appropriate management throughout its lifecycle. 


 


The Chief Executive Officer and Leadership Team have overall responsibility and 


accountability for the information owned by Council. The Executive Sponsor for Information 


Management is Council's representative both to the organisation and to Archives New 


Zealand's regulatory framework. 


 


 


4.2. Public Information 


All information created or received by those covered by the application of this policy the course 


of their work for the Council is public information and are considered Local Authority Records 


under the Public Records Act. Local Authority Records should be classified as Open Access 


as prescribed by the Public Records Act, unless there are agreed acceptable grounds for 


withholding access such as other legislative requirements (e.g. Privacy Act/Local Government 


Official Information and Meetings Act 1987). 


 


4.3. Council Departments are Custodians for Information Core to their 


Functions and Activities 


Each business unit in Council is custodian for the information that is core to their functions and 


activities. This includes requirements to create, maintain, and manage all information in line 


with Council Information Management procedures.  
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Information Management requirements must be considered in all projects, contracts and other 


procedures of business. 


 


4.4. Individual Employee Responsibilities  


All those covered by the application of this policy are responsible for managing any Council 


information in line with the responsibilities outlined in Policy IM 1.0 and Council Information 


Management Procedures. All those covered by the application of this policy must approach 


their responsibilities to Information Management with the mindset that they are in public 


service roles, acting as custodians of the information they use in the conduct of their work. 


 


It is the responsibility of all those covered by the application of this policy to have documents 


and emails pertaining to the business of the Council filed within the correct EDRMS. This must 


be a part of BAU practices, and prior to departure from Council all public records must be filed 


correctly. This responsibility falls on the individual.  


 


4.5. Compliance with IM Policies  


Failure to comply with Information Management policies could result in disciplinary action as 


detailed in the Council's HR13 Code of Conduct. 


 


5. Approval 
 


 


Current version approver name and position 


___________________________________________ 


Authorised by   


Steve Manners  


Group Manager – Information Science and Technology  


 
 


_______________________________________ 


Date of approval: 


08/09/2022 


 


Date Version 


Approved 
Change Details Officer sign-off 


19/11/19 Initial Policy Approval Chief Executive 


DD/MM/YY Minor changes  
Group Manager- Information, 


Science and Technology. 
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1. Purpose 
 


The purpose of the Information in Content and Format policy is to inform Council staff about 


their requirements in specific aspects of Information Management, and to enable them to make 


informed decisions on the information they are managing. Specifically with regard to managing 


information based on the content of a record, rather than the format that it is presented in.  


 


2. Definitions 
 


Metadata – Metadata is data that provides context, content and structure of records and their 


management over time. It also allows data to be sorted, ordered, and retrieved. It is data about 


data.  


 


3. Application 
 


This policy applies to:  


• All employees  


• All elected members  


• All contractors, consultants and authorised third parties (including Directors of Council 


Controlled organisations and appointees to subcommittees).  
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• All aspects of the Council's operations, in whatever manner it is conducted and in 


whichever location it is carried out  


• All business applications and processes used to create information and records.  


• All information regardless of media or format which is generated or received as part of 


Council business. It applies to all information held in all operating environments, 


including information held in service arrangements. 


 


 


4. Policy 
 


4.1. Content and Context Define Information  


The Council recognises that its information assets exist in the information content and context 


not the format or media the information is presented in, i.e. information will be managed by 


the context of the content rather than the format presented. For example, customer interaction 


may be via email, hard copy letter, by phone or in person. It is the subject of interaction that is 


important to record and manage, not the way it is received. 


 


4.2. Format 


The primary format for information within Council moving forward is digital. This means that 


all those covered by the application of this policy are expected to manage digital information 


of all activities within Council's business systems and official Council repositories. This 


includes both born-digital and digitised information.  


 


Where digitisation of information is required, Council will provide appropriate resources to 


enable the transfer to digital. This will often require review and development of the related 


business process. Any digitisation must conform to a minimum set of specifications and 


standards that support our ongoing organisational requirements. Guidance and assistance 


with digitisation of documents and records can be received from the Information Management 


team.  


 


Where continued management of hardcopy information is appropriate, the same policies and 


procedures for the management of information are applicable. 


 


4.3. Metadata 


When creating or receiving information, all those covered by the application of this policy will 


capture all relevant contextual and technical metadata to ensure that information is 


meaningful, findable, and reusable. 


 


4.4. Compliance with IM Policies 


Failure to comply with Information Management policies could result in disciplinary action as 


detailed in the Council's HR13 Code of Conduct. 


 


5. Approval 
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Information Security and 
Access Policy 
ORGANISATIONAL POLICY 


POLICY REFERENCES 


Corporate Services Manager • Sponsor: 


25 September 2019 • Effective date: 


25 September 2020 • Internal review due: 


Public Records Act 2005 
Information and Records Management Standard • Legal compliance: 
2016 
IM 01 Information Management Policy 
LGOIMA Request Policy 
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IS 07 Cybersecurity 2018 


• Associated Documents/References 


IM 04 • Policy Number 


Yes • Approved by Chief Executive 


N/A • Approved by Council (If Applicable) 


Policy Contents 
Purpose 
Application 
Information Security 
Access 
Unauthorised Distribution of Information 
Compliance with IM Policies 


Purpose 
The purpose of Information Management supporting policy statements is to inform Council 
staff about their requirements in specific aspects of Information Management, and to 
enable them to make informed decisions on the information they are managing. 


Application 
This policy applies to: 


• All employees 
• All elected members 
• All contractors, consultants and authorised third parties (including Directors of Council 


Controlled organisations and appointees to subcommittees). 
• All aspects of the Council's operations, in whatever manner it is conducted and in whichever 


location it is carried out 
• All business applications and processes used to create information and records. 
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• All information regardless of media or format 
which is generated or received as part of 
Council business. It applies to all information held in all operating environments, including 
information held in service arrangements. 


Information security 
All those covered by the application of this policy must use Council's business systems and 
IM processes to ensure that all private and sensitive information is appropriately classified 
and protected against unauthorised access. The security of information will be considered 
before access is provided. 


Access 
Information will normally be available and classified as Open Access to all those covered by 
the application of this policy unless there is a specific reason to preclude access (i.e. 
considerations of privacy, legal professional privilege, commercial sensitivity, statutory 
requirements etc.). 


All those covered by the application of this policy will be held accountable for accessing 
information inappropriately (i.e. without a valid business reason). 


Access to information by members of the public and external organisations is governed by 
specific legislation (namely the Local Government Information and Meetings Act 1987 and 
the Privacy Act 1993) and may be subject to other legal considerations. Reasons for refusing 
access to requested information can be found in the LGOIMA Request Policy. 


Confidential Information 
Information deemed to be confidential, including but not restricted to 


Confidential meeting minutes 
Contract information containing commercial sensitivity 
Sensitive Employee or other information deemed protected under the Privacy Act 1993 


Where information is deemed confidential, access will be limited to only those parties with 
an acknowledged authority to it. 


Unauthorised Distribution of Information 
Council information, though primarily public information, should only be distributed to 
authorised recipients, both internal and external. 


All those covered by the application of this policy will be held accountable for distributing 
information to unauthorised recipients (i.e. without a valid business reason and appropriate 
authorisation). 


Compliance with IM Policies 
Failure to comply with Information Management policies could result in disciplinary action 
as detailed in the Council's HR13 Code of Conduct. 


Authorised fey 
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1. Purpose 
 


The purpose of the Information Life Cycle Management policy is to inform Council staff about 


their requirements in specific aspects of Information Management, and to enable them to make 


informed decisions on the information they are managing. Specifically with regard to the life 


cycle of information created or received in the course of daily business by those covered by 


the application of this policy.  


 


2. Definitions 
 


IM- Information Management  


 


3. Application 
 


This policy applies to:  


• All employees  
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• All elected members  


• All contractors, consultants and authorised third parties (including Directors of Council 


Controlled organisations and appointees to subcommittees).  


• All aspects of the Council's operations, in whatever manner it is conducted and in 


whichever location it is carried out  


• All business applications and processes used to create information and records.  


• All information regardless of media or format which is generated or received as part of 


Council business. It applies to all information held in all operating environments, 


including information held in service arrangements. 


 


 


4. Policy 
 


4.1. Creation and receipt of information 


All those covered by the application of this policy must record any information created or 


received in the course of daily business/transaction in official Council repositories. 


 


4.2. Use of information 


All those covered by the application of this policy must use and manage information 


appropriately, in accordance with Council's procedures whilst carrying out Council business 


and transactions.  


 


All those covered by the application of this policy must ensure that all information that supports 


the business of Council is collected and created for specified purposes and that the reasons 


for collection and creation are transparent. 


 


4.3. Using official repositories 


Council information should only be created/received and managed in official Council 


repositories and business systems, which are appropriate to the format and context of the 


information. Employees should not create their own filing systems, or inaccessible repositories 


for Council information. All those covered by the application of this policy will be held 


accountable for managing information in the correct repository. 


 


4.4. Information Disposal 


Information disposal will be carried out in accordance with an approved Disposal Schedule as 


required by the Public Records Act 2005 and signed off by the Chief Executive. Disposal of 


information must be carried out as per this schedule, following audited disposal procedures 


under the guidance of the Programme Leader, Information Management. 


 


Destruction/deletion of Council information must only happen in a managed and approved 


manner, in accordance with Council's approved Disposal Schedule. All those covered by the 


application of this policy are not to destroy records that they deem as obsolete or paper copies 


of documents that have been scanned. Permanent destruction/deletion of any Council records 


is only permitted under the advice of the IM Programme Leader.  


 


A record of all authorised disposals will be maintained by the Information Management Team. 
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4.5. Compliance with IM Policies 


Failure to comply with Information Management policies could result in disciplinary action as 


detailed in the Council's HR13 Code of Conduct. 


 


 


5. Approval 
 


 


Current version approver name and position 


___________________________________________ 


Authorised by   


Steve Manners  


Group Manager – Information Science and Technology  


 
 


_______________________________________ 


Date of approval: 


08/09/2022 


 


Date Version 


Approved 
Change Details Officer sign-off 


19/11/19 Initial Policy Approval Chief Executive 


08/09/2022 Minor Changes 
Group Manager- Information, 


Science and Technology. 
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1. Purpose 
 

The Tasman District Council (the Council) is committed to establishing and maintaining 

Information Management practice that meet its business and statutory requirements and 

maintains practical effective and efficient processes that support customer expectations.  

 

The purpose of the set of Information Management policies is to provide the necessary 

foundation for improvement in the Council's information and records management practice, 

which will, in turn, ensure that the Council meets its obligations to manage the information and 

records it creates and receives in the course of conducting business.  

 

Specific procedures for managing both digital and hard-copy information are documented in 

the Council's Information Management Procedures. 

 

2. Definitions 
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EDRMS - Electronic Document and Record Management System, a database which contains 

and manages files.  All changes and versions are controlled.  Benefits include reduced risk of 

data loss, document searchability, and opportunities to create more structured and 

information-rich documents.   

 

IM- Information management  

 

3. Application 
 

This policy applies to:  

• All employees  

• All elected members  

• All contractors, consultants and authorised third parties (including Directors of Council 

Controlled organisations and appointees to subcommittees).  

• All aspects of the Council's operations, in whatever manner it is conducted and in 

whichever location it is carried out  

• All business applications and processes used to create information and records.  

• All information regardless of media or format which is generated or received as part of 

Council business.  

• All information held in all operating environments, including information held in service 

arrangements. 

 

 

4. Policy  
 

1. Tasman District Council's information and records are recognised as a key strategic 

and highly valuable asset.  

2. Tasman District Council's information management framework will be aligned with the 

requirements of the Public Records Act 2005.  

3. Tasman District Council will create and maintain records to support good business 

practice.  

4. Tasman District Council will apply retention periods and appropriate disposal actions 

to all Council information.  

5. Council information must be managed in approved EDRMS. 

6. The Council’s paper records must be managed in line with the requirements set out 

by Archives New Zealand.  

 

 

4.1. Supporting Policies 

This policy statement is supported by specific policy relating to aspects of information 

management:  

• IM 02 Information Ownership Policy  

• IM 03 Information Content and Format Policy  

• IM 04 Information Security and Access Policy  

• IM 05 Information Lifecycle Management Policy 
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4.2. Supporting Documents 

This suite of policies is supported by the following documents and resources:  

• IM Procedures  

• IM Definitions (a glossary of key IM terms)  

• IM Repositories (a list of approved Council information repositories and systems)  

• IM Roles and responsibilities  

• IM Legislative environment  

• IM Value of information guide  

• IM Lifecycle diagram 

 

 

4.3. Why Manage Information?  

Good IM practice allows Council to manage risk by recording business decisions and 

processes, increasing transparency and allowing Council to make informed decisions. 

Managing information and records is important because it:  

 

• Enables the public to hold the government accountable  

• Provides the foundation for sustainable and effective products and services  

• Supports decision making  

• Outlines responsibilities  

• Documents rights and entitlements  

• Drives collaboration and communication  

• Facilitates and enables creativity and growth  

• Preserves public knowledge for discovery and reuse  

• Makes up the corporate memory of an organisation. 

 

4.4. Mandatory Requirements 

Some information about the Council's operations is regulated by statutory and regulatory 

requirements. Good IM practice ensure that Council creates, captures, retains and maintains 

evidence of compliance with these requirements. The key legislation in New Zealand 

concerning IM in the local authority sector that impacts on Council is as follows:  

 

• Contract and Commercial Law Act 2017  

• Local Government Official Information and Meetings Act 1987  

• Privacy Act 2020 

• Public Records Act 2005  

 

It is important to note that there is other legislation specific to Council operations that contains 

requirements for the management of information relating to specific functions of activities of 

Council, such as the Resource Management Act 1991 and the Building Act 2004.  

 

In addition, Council is required to adhere to the mandatory Information and Records 

Management Standard 2016 released by the Chief Archivist. 
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4.5. Compliance with IM Policies  

Failure to comply with Information Management policies could result in disciplinary action as 

detailed in the Council's HR13 Code of Conduct. 

 

5. Approval 
 

 

Current version approver name and position 

___________________________________________ 

Authorised by   

Steve Manners  

Group Manager – Information Science and Technology  

 
_______________________________________ 

Date of approval: 08/09/2022 

 

 

 

Date Version 

Approved 
Change Details Officer sign-off 

19/11/19 Initial Policy Approval Chief Executive 

08/08/2022 Minor changes 

Group Manager- Information, 

Science and Technology. 
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1. Purpose 
 

The purpose of the Information Ownership Policy is to inform Council staff about their 

requirements in specific aspects of Information Management, and to enable them to make 

informed decisions on the information they are managing. This policy sets out the ownership 

standard of information and records created or received by those covered by the application 

of this policy in the course of their work for the Council.  

2. Definitions 
 

BAU- Business as usual  

 

EDRMS- Electronic Document and Record Management System, a database which contains 

and manages files.  All changes and versions are controlled.  Benefits include reduced risk of 
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data loss, document searchability, and opportunities to create more structured and 

information-rich documents.   

3. Application 
 

This policy applies to:  

• All employees  

• All elected members  

• All contractors, consultants and authorised third parties (including Directors of Council 

Controlled organisations and appointees to subcommittees).  

• All aspects of the Council's operations, in whatever manner it is conducted and in 

whichever location it is carried out  

• All business applications and processes used to create information and records.  

• All information regardless of media or format which is generated or received as part of 

Council business. It applies to all information held in all operating environments, 

including information held in service arrangements. 

 

4. Policy 
 

4.1. Ownership and Custodianship of Information  

All information and records created or received by those covered by the application of this 

policy in the course of their work for the Council is owned by the Council. Council protects and 

provides access to that information in its role as guardian and custodian and is responsible for 

its appropriate management throughout its lifecycle. 

 

The Chief Executive Officer and Leadership Team have overall responsibility and 

accountability for the information owned by Council. The Executive Sponsor for Information 

Management is Council's representative both to the organisation and to Archives New 

Zealand's regulatory framework. 

 

 

4.2. Public Information 

All information created or received by those covered by the application of this policy the course 

of their work for the Council is public information and are considered Local Authority Records 

under the Public Records Act. Local Authority Records should be classified as Open Access 

as prescribed by the Public Records Act, unless there are agreed acceptable grounds for 

withholding access such as other legislative requirements (e.g. Privacy Act/Local Government 

Official Information and Meetings Act 1987). 

 

4.3. Council Departments are Custodians for Information Core to their 

Functions and Activities 

Each business unit in Council is custodian for the information that is core to their functions and 

activities. This includes requirements to create, maintain, and manage all information in line 

with Council Information Management procedures.  
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Information Management requirements must be considered in all projects, contracts and other 

procedures of business. 

 

4.4. Individual Employee Responsibilities  

All those covered by the application of this policy are responsible for managing any Council 

information in line with the responsibilities outlined in Policy IM 1.0 and Council Information 

Management Procedures. All those covered by the application of this policy must approach 

their responsibilities to Information Management with the mindset that they are in public 

service roles, acting as custodians of the information they use in the conduct of their work. 

 

It is the responsibility of all those covered by the application of this policy to have documents 

and emails pertaining to the business of the Council filed within the correct EDRMS. This must 

be a part of BAU practices, and prior to departure from Council all public records must be filed 

correctly. This responsibility falls on the individual.  

 

4.5. Compliance with IM Policies  

Failure to comply with Information Management policies could result in disciplinary action as 

detailed in the Council's HR13 Code of Conduct. 

 

5. Approval 
 

 

Current version approver name and position 

___________________________________________ 

Authorised by   

Steve Manners  

Group Manager – Information Science and Technology  

 
 

_______________________________________ 

Date of approval: 

08/09/2022 

 

Date Version 

Approved 
Change Details Officer sign-off 

19/11/19 Initial Policy Approval Chief Executive 

DD/MM/YY Minor changes  
Group Manager- Information, 

Science and Technology. 
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1. Purpose 
 

The purpose of the Information in Content and Format policy is to inform Council staff about 

their requirements in specific aspects of Information Management, and to enable them to make 

informed decisions on the information they are managing. Specifically with regard to managing 

information based on the content of a record, rather than the format that it is presented in.  

 

2. Definitions 
 

Metadata – Metadata is data that provides context, content and structure of records and their 

management over time. It also allows data to be sorted, ordered, and retrieved. It is data about 

data.  

 

3. Application 
 

This policy applies to:  

• All employees  

• All elected members  

• All contractors, consultants and authorised third parties (including Directors of Council 

Controlled organisations and appointees to subcommittees).  
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• All aspects of the Council's operations, in whatever manner it is conducted and in 

whichever location it is carried out  

• All business applications and processes used to create information and records.  

• All information regardless of media or format which is generated or received as part of 

Council business. It applies to all information held in all operating environments, 

including information held in service arrangements. 

 

 

4. Policy 
 

4.1. Content and Context Define Information  

The Council recognises that its information assets exist in the information content and context 

not the format or media the information is presented in, i.e. information will be managed by 

the context of the content rather than the format presented. For example, customer interaction 

may be via email, hard copy letter, by phone or in person. It is the subject of interaction that is 

important to record and manage, not the way it is received. 

 

4.2. Format 

The primary format for information within Council moving forward is digital. This means that 

all those covered by the application of this policy are expected to manage digital information 

of all activities within Council's business systems and official Council repositories. This 

includes both born-digital and digitised information.  

 

Where digitisation of information is required, Council will provide appropriate resources to 

enable the transfer to digital. This will often require review and development of the related 

business process. Any digitisation must conform to a minimum set of specifications and 

standards that support our ongoing organisational requirements. Guidance and assistance 

with digitisation of documents and records can be received from the Information Management 

team.  

 

Where continued management of hardcopy information is appropriate, the same policies and 

procedures for the management of information are applicable. 

 

4.3. Metadata 

When creating or receiving information, all those covered by the application of this policy will 

capture all relevant contextual and technical metadata to ensure that information is 

meaningful, findable, and reusable. 

 

4.4. Compliance with IM Policies 

Failure to comply with Information Management policies could result in disciplinary action as 

detailed in the Council's HR13 Code of Conduct. 

 

5. Approval 
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Current version approver name and position 

___________________________________________ 

Authorised by   

Steve Manners  
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Date Version 
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Group Manager- Information, 

Science and Technology. 

   

   

   

   

   

 

 

 

 



u*tasman Te Kaunihera o 

tetaioAorere district council 

Information Security and 

Access Policy 

ORGANISATIONAL POLICY 

POLICY REFERENCES 

Corporate Services Manager • Sponsor: 

25 September 2019 • Effective date: 

25 September 2020 • Internal review due: 

Public Records Act 2005 

Information and Records Management Standard • Legal compliance: 

2016 
IM 01 Information Management Policy 

LGOIMA Request Policy 

IS 03 IS Documents and File Locations 2014 

IS 05 Email Use by Employees and Elected 

Officials 

IS 07 Cybersecurity 2018 
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IM 04 • Policy Number 

Yes • Approved by Chief Executive 

N/A • Approved by Council (If Applicable) 

Policy Contents 
Purpose 

Application 

Information Security 

Access 

Unauthorised Distribution of Information 

Compliance with IM Policies 

Purpose 
The purpose of Information Management supporting policy statements is to inform Council 

staff about their requirements in specific aspects of Information Management, and to 

enable them to make informed decisions on the information they are managing. 

Application 
This policy applies to: 

• All employees 

• All elected members 

• All contractors, consultants and authorised third parties (including Directors of Council 

Controlled organisations and appointees to subcommittees). 

• All aspects of the Council's operations, in whatever manner it is conducted and in whichever 

location it is carried out 

• All business applications and processes used to create information and records. 
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tetaioAorere district council 

• All information regardless of media or format 

which is generated or received as part of 

Council business. It applies to all information held in all operating environments, including 

information held in service arrangements. 

Information security 
All those covered by the application of this policy must use Council's business systems and 

IM processes to ensure that all private and sensitive information is appropriately classified 

and protected against unauthorised access. The security of information will be considered 

before access is provided. 

Access 
Information will normally be available and classified as Open Access to all those covered by 

the application of this policy unless there is a specific reason to preclude access (i.e. 

considerations of privacy, legal professional privilege, commercial sensitivity, statutory 

requirements etc.). 

All those covered by the application of this policy will be held accountable for accessing 

information inappropriately (i.e. without a valid business reason). 

Access to information by members of the public and external organisations is governed by 

specific legislation (namely the Local Government Information and Meetings Act 1987 and 

the Privacy Act 1993) and may be subject to other legal considerations. Reasons for refusing 

access to requested information can be found in the LGOIMA Request Policy. 

Confidential Information 
Information deemed to be confidential, including but not restricted to 

Confidential meeting minutes 

Contract information containing commercial sensitivity 

Sensitive Employee or other information deemed protected under the Privacy Act 1993 

Where information is deemed confidential, access will be limited to only those parties with 

an acknowledged authority to it. 

Unauthorised Distribution of Information 
Council information, though primarily public information, should only be distributed to 

authorised recipients, both internal and external. 

All those covered by the application of this policy will be held accountable for distributing 

information to unauthorised recipients (i.e. without a valid business reason and appropriate 

authorisation). 

Compliance with IM Policies 
Failure to comply with Information Management policies could result in disciplinary action 

as detailed in the Council's HR13 Code of Conduct. 

Authorised fey 
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1. Purpose 
 

The purpose of the Information Life Cycle Management policy is to inform Council staff about 

their requirements in specific aspects of Information Management, and to enable them to make 

informed decisions on the information they are managing. Specifically with regard to the life 

cycle of information created or received in the course of daily business by those covered by 

the application of this policy.  

 

2. Definitions 
 

IM- Information Management  

 

3. Application 
 

This policy applies to:  

• All employees  



 IM05 Information Life cycle Management Policy - Copy.docx 3 

• All elected members  

• All contractors, consultants and authorised third parties (including Directors of Council 

Controlled organisations and appointees to subcommittees).  

• All aspects of the Council's operations, in whatever manner it is conducted and in 

whichever location it is carried out  

• All business applications and processes used to create information and records.  

• All information regardless of media or format which is generated or received as part of 

Council business. It applies to all information held in all operating environments, 

including information held in service arrangements. 

 

 

4. Policy 
 

4.1. Creation and receipt of information 

All those covered by the application of this policy must record any information created or 

received in the course of daily business/transaction in official Council repositories. 

 

4.2. Use of information 

All those covered by the application of this policy must use and manage information 

appropriately, in accordance with Council's procedures whilst carrying out Council business 

and transactions.  

 

All those covered by the application of this policy must ensure that all information that supports 

the business of Council is collected and created for specified purposes and that the reasons 

for collection and creation are transparent. 

 

4.3. Using official repositories 

Council information should only be created/received and managed in official Council 

repositories and business systems, which are appropriate to the format and context of the 

information. Employees should not create their own filing systems, or inaccessible repositories 

for Council information. All those covered by the application of this policy will be held 

accountable for managing information in the correct repository. 

 

4.4. Information Disposal 

Information disposal will be carried out in accordance with an approved Disposal Schedule as 

required by the Public Records Act 2005 and signed off by the Chief Executive. Disposal of 

information must be carried out as per this schedule, following audited disposal procedures 

under the guidance of the Programme Leader, Information Management. 

 

Destruction/deletion of Council information must only happen in a managed and approved 

manner, in accordance with Council's approved Disposal Schedule. All those covered by the 

application of this policy are not to destroy records that they deem as obsolete or paper copies 

of documents that have been scanned. Permanent destruction/deletion of any Council records 

is only permitted under the advice of the IM Programme Leader.  

 

A record of all authorised disposals will be maintained by the Information Management Team. 
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4.5. Compliance with IM Policies 

Failure to comply with Information Management policies could result in disciplinary action as 

detailed in the Council's HR13 Code of Conduct. 

 

 

5. Approval 
 

 

Current version approver name and position 

___________________________________________ 

Authorised by   

Steve Manners  

Group Manager – Information Science and Technology  

 
 

_______________________________________ 

Date of approval: 

08/09/2022 

 

Date Version 

Approved 
Change Details Officer sign-off 

19/11/19 Initial Policy Approval Chief Executive 

08/09/2022 Minor Changes 
Group Manager- Information, 

Science and Technology. 
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